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	checklist


Data processor contracts – 
UK GDPR checklist 

Under the UK General Data Protection Regulation (UK GDPR), your contracts with third parties that process personal data on your behalf must include specific minimum terms related to data protection.
Use this checklist on all contracts with data processors to make sure they contain the required terms. Please note that this checklist only covers the requirements set out in the UK GDPR – it doesn't include everything you need in your contract. If you're updating the commercial aspects of your contract, you should seek expert legal advice.
You’ll need to include information specific to each contract for the points in the highlighted rows.

Name of data processor contracted:
Contract checked by: Name
Date:

	INFORMATION TO INCLUDE
	COMPLETE?

	The subject matter, duration, nature and purpose of the data processing
	

	The type(s) of personal data being processed 
	

	The categories of data subject (the individuals whose data is being processed)
	

	The obligations and rights of the data controller (your school/trust)
	

	The processor processes data only on the documented instructions of the school, unless required to do otherwise by law
	

	The people who process the data are committed to confidentiality, or are required by law to uphold confidentiality
	

	The processor takes all necessary measures to ensure data is processed securely
	

	The processor will not engage a sub-processor without prior written authorisation from the controller
	

	If the processor does engage a sub-processor, it must:
· If it only received ‘general’ written authorisation, let the controller know of any intended changes and give it a chance to object to them
· Put a contract in place with the sub-processor imposing the same data protection obligations on them
· Be liable to the controller for the sub-processor’s compliance with its data protection obligations
	

	The processor helps the school comply with:
· Upholding the data rights of individuals 
· Secure processing
· Reporting and communicating data breaches
· Conducting impact assessments where relevant
	

	The processor deletes or returns the personal data to the controller at the end of the provision of services, and deletes any existing copies unless the law states that the information must be kept
	

	The processor makes information available to the controller to demonstrate its compliance with the obligations in the contract 
	

	The processor allows the controller, or an auditor appointed by the controller, to conduct audits and inspections
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